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Executive summary

The industry trend towards open, disaggregated systems, as embodied in the work in
O-RAN ALLIANCE, is to gain significant advantages over traditional mobile
infrastructure, such as flexibility to create highly customized solutions with best-of-
breed components; efficiencies driven by the economies of scales; increased
competition; — and innovation driven by lower barriers to entry. Open, disaggregated
systems are foundational to the mobile network clouds which Mobile Network
Operators increasingly deploy to address the highly heterogeneous use cases and
requirements that we commonly understand under the umbrella of 5G. They are key
in enabling the economic feasibility of distributed “edge computing” systems that drive
many “5G applications.” It is not unreasonable to expect that 6G networks will be built
almost exclusively upon such systems, because of resource optimization needs
related to the growing demand for computation and communication resources
consumption. However, as mobile networks and mobile cloud systems become ever
more open and disaggregated and are sourced from an increasingly larger set of
suppliers, security vulnerabilities associated with other similar systems — notably
modern IT infrastructure — are likely to become an increasingly significant threat.

As highlighted in the O-RAN White Paper on Zero-Trust [1], mobile networks require
a significantly stronger security posture than is typically present. Techniques
necessary to enable such a security posture for network infrastructure are generally
not new — much of what has been summarized in this research report has been known
to the security community. Considering the expected pervasive reliance on open,
disaggregated systems in 6G networks, the importance of security is significant and
therefore warrants a focused discussion.

This report examines threats to 6G networks and recommends controls and
mitigations to make 6G networks secure from existing and emerging threats.
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1 Introduction

The industry trend towards Open Disaggregated Systems (ODS), as embodied in the
work in O-RAN ALLIANCE, is grounded in the significant advantages that such
systems can offer: the flexibility to create highly customized solutions and systems by
bringing together the right mix of best-of-breed components, efficiencies driven by the
economies of scales, and innovation driven by lower barriers to entry and thus
increased competition. Such systems are foundational to the emerging Mobile
Network Cloud (MNC), which, for the purposes of this report, we define as any cloud
infrastructure (public, private, or hybrid) whose primary purpose is to support mobile
network functions and applications. Our definition of mobile network cloud includes
infrastructure hardware, the physical components (e.g. compute, storage, networking),
and infrastructure software, the virtualization and Containers-as-a-Service (CaaS)
platform, and associated management and automation.

Mobile Network Operators (MNOS) are increasingly deploying MNCs to address the
highly heterogeneous sets of use cases and requirements that we commonly
understand under the umbrella of 5G. Addressing these use cases is key in enabling
the economic feasibility of distributed “edge computing” systems that drive many “5G
applications.” It is not unreasonable to expect that 6G networks will be built almost
exclusively using such systems. However, as mobile network and MNC components
become more open and disaggregated and are sourced from an increasingly large set
of suppliers, security threats and vulnerabilities associated with other similar systems
— notably modern IT infrastructure — are likely to expand the attack surface.

Protecting the mobile network from these threats requires an adoption of a Zero-Trust
approach towards the entire MNC. O-RAN’s recent White Paper on Zero-Trust
Architecture (ZTA) [1] lays out the foundational principles of how to do this. Security
Work Items in O-RAN’s WG11 are addressing security across the O-RAN architecture
to achieve a ZTA through stages following a process of asset identification, threat
analysis, risk assessment, and normative security specifications to mitigate risk in O-
RAN from the evolving threats. This Research Report picks up from [1] and provides
an overview of some of the key techniques that the industry should consider as we
move towards building a ZTA for 6G networks.

The rest of this report is structured as follows. In Section 2 we provide a definition of
Open Disaggregated System followed by an overview of some key threats to such
systems. in Section 3. Section 4 addresses the notion of how a trusted platform plays
a key role in platform security. Sections 5 and 6 summarize other key techniques for
achieving platform security and addresses the threats highlighted in Section 3. We
summarize and conclude this report in Section 7.

<RR-2024-12> 7
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2 Open Disaggregated Systems in Emerging Communication
Systems

An ODS is a system or application composed of many components from various
sources. To achieve disaggregation, each component may be obtained from multiple
supply sources with minimal impact to the other components. ‘Open’ requires the use
of well-defined standardized interfaces between the components. Many of the
hardware and software components are based on publicly available, e.g. open-source,
reference designs (thus open systems) — a key aspect in lowering costs, removing
barriers to entry for small players and increasing competition. Critically, in such ODS
systems, many components tend to become common and widespread — as witnessed
by the widespread adoption of Linux and KVM-based virtualization first across IT and
now Telecom. Here again, building on a small set of common “foundations” allows
widespread interoperability while reducing the effort required to be relevant in the
market.

The industry has done an excellent job securing mobile systems. Mobile network
protocols as defined by 3GPP are often considered to be some of the most secure
standardized protocols defined. Each generation of mobile technology has been more
secure than its predecessors. 5G is the most secure generation of mobile technology
to date and the same is expected as the industry evolves into 6G. With the emergence
of open and virtualized platforms supporting 5G implementations including O-RAN,
platform security has been given significant attention. The impact of attacks against
the platform or underlying infrastructure can be significant — allowing the systems to
be brought down or, even worse, taken over and controlled by malicious entities. With
5G systems already increasingly supporting critical infrastructure and 6G systems
expected to play an even more central role in critical infrastructure, the impact of an
attack could be high. Security will need to continue to evolve with the increased attack
surface due to ODS and underlying cloud infrastructure,

3 Threats to Open Disaggregated Systems
In this section, we examine the threat surface to consider when securing an ODS.

Open Source Software

While the quality of open-source software (OSS) has increased, the depth of
dependencies continues to present a challenge. Additionally, some open-source
software is not designed to be used in production deployments and may not be
properly secured. Modern projects include many dependencies (69 according to [11]).
Due to their complexity, there could be the cases where some of those dependencies
are not well-managed even in large projects. Thus, the likelihood of poorly maintained
open-source code being used in production is non-trivial. For example, it has been
reported that an average application has about 5 critical vulnerabilities and an average
patch time of 98 days [11]. Log4j is an example of a critical vulnerability (NVD - cve-
2021-44228) in OSS with high impact. While some of these issues are likely addressed
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by improved supply chain visibility (for example SBOM), given the scale of use of Open
Source, the problem with OSS security is likely to persist. Itis necessary that vendors
implement secure software development practices to ensure secure consumption of
Oss.

Complex Supply Chains

As the number of components in a disaggregated system increases, so does the size
and complexity of the supply chain of such a system. Moreover, each component is
increasingly likely to be put together from a number of sub-components, some (often
many) based on open source. Indeed, the economics of competition in a market where
open source is available makes it almost impossible to not take advantage of it.
System Integrators (Sls) often have both limited visibility into the supply chains of their
component providers and limited control over them. With each link in a supply chain
potentially vulnerable, supply chain complexity associated with disaggregated system
tends to significantly increase the vulnerability of the overall system. The US NSA
ESF report on Open RAN security acknowledges this increased risk in open systems
[37].

The use of opensource software is not, in itself, a problem. The challenge is
establishing the provenance of all components that could have possibly been used by
multiple participants in the value chain and ensuring that these are securely consumed
using secure software development practices consistent with NIST’s SSDF [18].

The emergence of SBOM should, in the short term, provide a new level of visibility into
SW components used and the related potential vulnerabilities across the board.
However, it remains to be seen whether SBOM data will enable SW consumers to put
such pressure on suppliers to provide patches and to enable processes to apply
patches easily on deployed systems. The dynamic and complex nature of advanced
5G and 6G networks, characterized by rapid deployment cycles and a diverse array
of components from multiple vendors, creates significant challenges for traditional
Software Bill of Materials (SBOM) solutions [23]. Additionally, there are several known
issues with SBOMs as applied to MNCs, that need to be addressed. SBOM is
discussed further in section 6 of this research report.

Remote Code Execution (RCE) exploits

A Remote Code Execution (RCE) attack takes advantage of vulnerabilities in the
implementation of a system component (the ability to overflow heaps and stacks is a
common example) to load and execute malicious code at runtime and with privileges
that may allow it to take over system control. Since the attack happens at run-time
and can be launched from a remote terminal, traditional platform security techniques
(e.g. secure boot) are not effective against it. APIs implemented without recommended
security best practices can enable exploitation of vulnerabilities [40]. The Cloud
Security Alliance (CSA) has ranked “Insecure interfaces and APIs” the number 3 threat
to cloud computing in 2024 [41]. The most well-known RCE vulnerability impacting the
telecom industry is the Log4j critical vulnerability (NVD - cve-2021-44228).

Advanced Persistent Threats
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ODS, due to their inherent nature of incorporating components from diverse sources,
presents a unique and expanded attack surface for Advanced Persistent Threats
(APTs). APTs are sophisticated threat “actors”, that are able to exploit a known,
unpatched vulnerability to establish a beachhead and move laterally internal to the
network to perform reconnaissance, data exfiltration, unauthorized control, or
disruption/damage. With an APT, the external threat actor transitions to an internal
threat actor. The US NSA’s report on Open Radio Access Network Security
Considerations [42] states:

The use of cloud infrastructure introduces security considerations that must be
addressed to protect against internal threats and advanced persistent threats
that can move laterally through a cloud deployment.

The Zero Trust Architecture (ZTA) defined by US NIST provides a security framework
for protecting digital systems from external and internal threats [43]. The ATIS report
on Enhanced Zero Trust and 5G recommends that nextG networks implement
continuous monitoring, anomalous behavior detection, dynamic security policy
management, and threat intelligence to be able to detect and protect against APTs
[44].

Zero-Day Exploits

Zero-Day Exploit is a type of cyber-attack that takes advantage of previously unknown
vulnerability in software, hardware, or firmware. Because the vulnerability is unknown,
there are no patches or defences available at the time of exploit. If such code is
inserted into a component and accepted as valid, traditional platform security
techniques are not effective against it. Open-source projects are particularly
vulnerable to such contribution of benign-looking code, and while most widely used
open-source projects have significant processes in place to protect against such
instances, the likelihood of zero-day exploit insertion remains non-zero. The complex
ODS supply chains then amplify the small risk of zero-day exploits associated with any
single component. Secure software development best practices, such as the NIST
SSDF, should be followed to minimize the introduction of zero day vulnerabilities [18].

Gaps in measurement and attestation of states of complex multi-purpose
systems

In the context of a mobile network, an end-entity may be physical cloud infrastructure
hardware (server) and cloud infrastructure software (OS, hypervisor). Authentication
and authorization of an end entity does not necessarily assure that the end entity can
be trusted. No single criteria can be used to appraise or evaluate the trustworthiness
of all end-entities, universally. Trustworthiness may depend on the composition and
other factors that need to be evaluated by the service (such as the relying party) and
service-specific requirements. Compromise of any system software/firmware loaded
in the boot process may result in a compromise of all software loaded on that
computing system in a later time. Control flow attacks and Return-Oriented
Programming (ROP) attacks aimed at subverting Root of Trust for Measurement (RTM)
are also possible [30].

<RR-2024-12> 10
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Launch-time measurements of the computing platform and evaluating the platform
integrity based on these reported measurements have been developed for the past
decades [20], [21], [22]. However, ever-increasing complexity and extensibility of the
computing platform grows with the size of the Trust Computing Base (TCB) upon
which the trust chain of the computing platform is established. Complex and large TCB
entails larger attack surface compared to the smaller ones.

4 Leveraging attestation for trustworthiness in 6G

4.1 What is trusted computing

A trustworthy system is one that can prove its identity and integrity. What this means
is that at least during boot/run-time for machines, load/placement/run-time for
containers and Virtual Network Functions (VNFs), one can ensure that the element in
guestion has not been tampered with by any malicious actor. This can be applied to
the supply chain to ensure that a Chain-of-Trust (or cross-referenceable Chains-of-
Trust) can be established. The relevance here is that the expected integrity values
need to be supplied by the source, e.g.. manufacturer, OEM etc., and be
communicated to the verifier such that these can be validated against the computed
measurements. For example, see the Linux Firmware Service LVFS as to how
manufacturers like Dell, HP, Lenovo can distribute firmware and the necessary
integrity values that can be attested via the TPM [20]. The increasing use of SBOM
and similar identity/integrity measurements is being mandated by certain legislation,
for example in EU NIS2 Directive.

Any VNF and/or software component needs to be able to provide traceable evidence
to prove who it is, what it is, and ideally its provenance (supply chain). If all these
claims can be attested and verified, then a decision can be made that the system can
be trusted.

A trusted system means that it is in a known good, verified state — knowing this allows
detection of any kind of change to system properties. For example, when an O-RU is
deployed the need is to know how it is booted up, configured, on what physical
environment it is running on, and where it is connected. The supply chain is important,
and it must be validated from where the physical machine (e.g.: O-RU) and supporting
software (operating systems, configuration, VNFs) have come from: e.g. manufacturer,
firmware configuration. This further builds the chain of trust from the manufacturer to
the end-users, ensuring that every item in that chain can be trusted

Trusted Computing based on a root of trust, typically a hardware Root-of-Trust such
as a TPM, is able to provide a cryptographic identity and capabilities for recording the
integrity of the system. Research indicates that remote attestation [12], if used as part
of the network management, operations, and supply-chain, can provide verification
and integrate with the management functions of a system. For example, a future
definition of the O-RAN SMO or NFV MANO could include remote attestation.

4.2 Trusted-computing-based security techniques

If we have attestation capabilities, the need is to give measurements to the other
systems on top of the network management hierarchy. Remote attestation is based

<RR-2024-12> 11
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on the idea of measurement. For example, cryptographic hashes are calculated during
the boot-time of a device or as part of file system integrity monitoring.

Further this involves collecting those measurements which are known as claims and
verifying them in a remote attestation server against known good values. Once this is
complete, a decision is made whether to trust the device. This gives four actions:
measure, attest, verify, and decide as expressed in Figure 1 utilizing the formalisms
here.

. casure ttest vy .  verif decide .
Element ™% M easure 224 Claim —% Result 2<% Decision
W =T -

-
" = L

S ' o ~

H—-‘ &

“ - e #

S aff_c;é;tbfc s

e -

T

~— _f_:r‘ustworih_y_ =T

Figure 1 Definition of trust [12]

If measurements - cryptographic hashes, boot logs, identity structures, TPM, SGX
(CPU enclave) quote structures, etc. - can be used and the element has some
interface providing access to those measurements then the element is attestable, and
a claim may be produced. If the correctness of the obtained claim can be verified, then
the element can be denoted as being “trusted” at that point in time. Trusted elements
are those elements that map to trusted decisions.

4.3 Making this specific to O-RAN

A trusted O-RAN implementation means that its architectural elements providing O-
RAN functionalities are trusted according to the requirements set for that O-RAN
deployment, as established through remote attestation. The underlying O-Cloud must
also be trusted, and trust here could be established through remote attestation
provided within the NFV MANO. Furthermore, any functionalities realized through the
applications deployed on it and being utilized would also need to demonstrate their
trust in some manner. Remote attestation facilities in the SMO and NFV MANO would
need to communicate and a mechanism for communicating the current trusted status
of the elements under their respective jurisdictions is thereby required to be put in
place.

Trust in an O-RAN system is provided from a core Root-of-Trust using hardware Root-
of-Trust modules such as the TPM or some other mechanism found in CPU-enclaving
systems such as Intel SGX, AMD SEV-SNP, and Arm TrustZone [12].and Figure 2
below describes these elements.
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Machine #———————————composed of ———————»| Components [¢
4 Measurements:
- ldentity
- integrity
| —| 3
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7 Y
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l—p Enclave
os [———————uns on— provides —
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Bootloader
Y
launches configures
Firmware writes measurements fo
Ly Immutable Part Mutable Part

Figure 2 Trust elements [12]

A system consists of several components which are capable of running network
applications. The measured boot process is carried out from one stage to the next
one. For example, the Unified Extensible Firmware Interface (UEFI) measured boot
on x86 devices and Dynamic Root-of-Trust found in Intel TXT-equipped systems is
measured. This starts with an explicitly trusted piece of code [15], which then
cryptographically measures (hashes) the next piece of code to run which is the
firmware and then written to a TPM. This process continues during boot until run-time
forming a Chain-of-Trust right from the firmware until the applications on top of the
stack.

Figure 3 below shows the structures used to establish the identity and integrity of a
system utilisihng a TPM. The quote structures (TPMS_ATTEST) provide
cryptographically signed evidence or claims about the machine’s identity and integrity.

<RR-2024-12> 13



O-RAN NGRG CONTRIBUTED RESEARCH REPORT

Manufacturer

Endorsement

A

verifiable against

Enclave Key

Lgeve rates———

Figure 3 Quotes and their derivations and relationships [12]
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seed T
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Leneram " Attestation
Key
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contains > PCRs
Enclave ——generates—»] TCEBInfo

e It is important to note the cross-referencing, such as the TPM’s Endorsement
Certificate being verifiable against a manufacturer’s certificate authority or the UEFI
eventlog’s contents used to calculate a value against those in the Platform
Configuration Registers (PCRs). The TPM’s quote (TPMS ATTEST) structure itself
is signed by an attestation key (AK) derived from the endorsement key (EK) and
contains a hash of the hashed public parts of the AK and the EK. These are the
‘measurements’ from any given element. An AK is derived from an EK to establish
a certificate chain to the TPM’s (and thus the device’s) identity. Technically any
signing key can be utilised, but a specific EK-AK relationship allows further
attestation using TPM identity attestation commands.

In Figure 4 below we have a PC’s (example of a system) firmware and firmware
configuration measurements which becomes a claim through the process of

attestation.

t:TPM
o

e:PC e s fFW

A

c:Config ———

measure

measure

measure

ak : Key »q T PMQuote
———————— per0: Hash » per0||perl : Hash
Ly

perl : H ash

Figure 4 Elements and measures [12]
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With composition above being linked together, this shows the structure of a PC
composed of a TPM, firmware, and configuration, each of these with its own
measurement(s). A TPM quote is a measurement formed by the composition of these
measures. The composition of PCRs means an ordered concatenation and hashing
(Merkel tree) and the composition of a key means signing by that key. The fields of the
TPM’s quote or TPMS ATTEST structure as described in Table 1. Similar structures
for attestation claim from other components, e.g.: SGX [16], can be found in relevant
specifications from the manufacturer.

Field Description

perDigest hash of the selected PCR . entries

pcrSelect list of the selected PCR fields

magic, type I'ixed values denoting the type of the structure (T'CG defined)
firmwareVersion Firwmare version of the TPM 2.0 device

clockInfo::clock Value of the TPM’s internal clock

clockInfo::resetCount Counters showing the number of power cycles

clockInfo::restartCount | Counters showing the number of sleep (S3) cycles

clockInfo::safe Flag showing whether the TPM was powered off explicitly
extraData Any user supplied data, eg: a nonce for replay attack prevention
qualifiedSigner a hash of the public parts of the signing key’s hierachy

Table 1 - TPM 2.0 Quote (TPMS_ATTEST) fields

It follows that the term ‘integrity of a system’ is just the composition of all possible
measures for that system. Evidence of, such as in Table 1 above, is provided by each
element in the system and collated and verified through remote attestation. Through
the verification of this decision about the trust and trustworthiness of elements,
sections of the system and the system as a whole can be attested.

4.4 Expanding to dynamic and complex system

A dynamic/flexible framework is necessary to evaluate the security posture of an entire
system comprising various types of (composite) devices including peripherals and
other co-processors (e.g., cryptographic accelerators and specialized processing units)
and their firmware/software. In particular, the following capabilities and policies would
further enhance evaluating a system’s security posture.

» Service-specific dynamic appraisal policy to evaluate an entity.
+ Up-to-date reference data is used for evaluating an entity.

* Dynamic Root of Trust for Measurement (DRTM) in addition to Static Root of
Trust for Measurement (SRTM)

* An extensible set of claims/quotes
* Boot time, Launch time, and runtime measurements

» Detailed information about the claims/quotes

<RR-2024-12> 15
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+ Standardized claim/quote structure and encoding formats
* On-demand or periodic remote attestation

As critical services, such as telecom services, become enabled in the cloud or even
hosted by cloud service providers, it is necessary for those service owners to be
ensured of the trustworthiness of the cloud infrastructure hosting their services to
protect not only their services, but also confidential data associated with services. This
essentially requires verifying the integrity of the cloud infrastructure much like verifying
a single device. The O-RAN ALLIANCE is addressing this in its O-Cloud security work
item led by its WG11 for security [45].

Different services may have different evaluation criteria and/or proof of the device state.
For example, a service that processes confidential data wants to verify whether the
remote platform supports confidential computing and further a required feature for the
service (e.g., full memory encryption) is enabled on the platform. Other services may
want to verify the last boot time or the time that the current measurement was
performed. Such evaluation criteria are defined as an appraisal policy and determine
the trustworthiness of the platform for each service. Especially for a complex system
consisting of various services and devices, support of service-specific dynamic
appraisal policy would help manage the overall trustworthiness of the system.

Standard-based, extensible attestation architectures and protocols [20] [21] have been
developed for the past years. These architectural reference models would help build
a unified attestation framework in mobile networks. Both IETF Remote ATtestation
procedureS (RATS) [20] and Trusted Computing Group Device ldentifier Composition
Engine (DICE) [22] architectures share a similar architectural model with some
differences in the reporting structure and formats.

The RATS specification lists potential use case scenarios, which include [20]
* Network Endpoint Assessment
« Confidential Machine Learning Model Protection
« Confidential Data Protection
 Critical Infrastructure Control
» Trusted Execution Environment Provisioning
+ Hardware Watchdog
« FIDO Biometric Authentication

In particular, network endpoint assessment is most relevant to mobile networks, yet
other use cases may equally benefit depending on deployment and/or device
capabilities. For example, if xApp and/or rApp confidentiality is deemed necessary
even in runtime, Radio Access Network Intelligent Controller (RIC) platform may
architecturally support runtime protection of machine learning models, which needs to
be attested to xApp/rApp owners before being deployed. As another example, network
function may need to verify management system states and possibly authentication
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state, e.g., based on Multi-Factor Authentication (MFA), before being configured with
sensitive and/or critical information such as a trust bundle, e.g., trusted CA certificates.

Open Radio Access Network (O-RAN) comprises various network functions such as
O-CU, O-DU, O-RU, and RIC where such network functions can be realized in different
forms, e.g., physical network function, virtualized network function, cloud-native
network functions on respective computing architectures/platforms. Those computing
platforms and the network functions built on them have different layering structures
[21] (See Figure 5 Examples of system layering [21]) and accordingly have different
attesting environments (see Figure 6 [20]) A certain network function may require a
combination of attestation environments, each of which has a unique layering structure.

Complex 0S Virtualization Enclave Embedded System
Hardware Processor Boot ROM Dynamic RTM TEE Processor Boot ROM
Layer 0 Boot Loader Hypervisor Loader Enclave Runtime Runtime Boot Loader
Layer 1 HLOS Hypervisor Enclave Applet Co-processor runtime
Layer 2 Container Runtime VM Embedded Function
Layer 3 Container Container Runtime
Layer ... Container

Figure 5 Examples of system layering [21]

‘ verifier ‘

Target
Environment
Evidence

Collect
Claims

Collect
Claims

a
erne
Bootloader (B) Evidence of
Yy Composite Device
Target Attesting
Environment |Environment
ollec
'Y Clains testing tteste
nvironmer
3 ¢ . .
Collect Evidence for
Attesting Claims bootloader
Environment
(4)
vironmen

Attester

Example 1. Layered Attester Example 2. Composite Device

Figure 6 Layered Attestation Environments [20]

A service architecture would determine an appropriate attestation topological pattern
among possible patterns [20], [22]. Among different patterns, the combined model (or
any variant of it) may be appropriate for the mobile networks especially when it comes
to mutual attestation between network functions. In O-RAN, Service Management and
Orchestration (SMO) or an equivalent management service, which can take the role
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of Verifier, thereby collecting attestation information of individual network functions
periodically or on-demand and sharing such information with network functions when
requested. It should be noted that in such a scenario, SMO should be synchronized
with the up-to-date reference values of the attesting network function in coordination
with its vendor. Additionally, SMO can configure each network function with the
service-specific appraisal policies with which the network function evaluates the
attestation results of other network functions and determines service access.

5 Memory Safe Software Development

There is no denying the incredible legacy that the C and C++ programming languages
have had in the computing industry. These programming languages have been used
to build everything from applications to operating systems to networking stacks and
everything in-between, and as such have been fantastically successful. However, from
a security perspective, these languages are not built to shield developers from making
certain mistakes that could lead to security breaches - particularly in the area of
memory handling. While bugs can be introduced in any programming language,
memory handling bugs where the C and C++ compilers compile code that contains a
stack or heap overflow deserve a special note in the annals of computer insecurity.
Successful exploitation of stack or heap overflow vulnerabilities can sometimes result
in remote code execution (RCE) privileges being exploited by the attacker, and this
commonly results in the total compromise of the target.

Fortunately, over the past 15 years or so, there has been a lot of research performed
in terms of language design to provide memory safety as a fundamental aspect of the
languages themselves. For example, programming languages like Goand Rustboth
provide memory safety as a core security capability, and this is having a significant
positive impact on the vulnerability landscape presented by applications and system
components written in these languages [38], [39]. There is even a serious effort led by
Google to put Rust directly into the Linux kernel [5], and this would be a major win for
the security of the resulting compiled code [15]. In essence, Rust enforces memory
safety through a restricted ownership model and accordingly realizes automatic
memory management, which greatly reduces the burden from programmers to
manually handle memory, improving development efficiency and code correctness
[31]. Consequently, Rust is becoming known as a capable systems programming
language that brings memory safety to areas that would otherwise likely be developed
in C or C++.

Now, it should be acknowledged that the massively successful legacy of C and C++
will be with us for the foreseeable future. The Linux kernel itself is primarily developed
in C, and many vendors playing in the O-RAN space have standardized the usage of
Linux. However, providing “memory safety” is still required even for this code. That is,
whenever a stack or heap overflow pattern is introduced into, say, the Linux kernel,
this represents a security vulnerability and hence must be fixed. Detecting the
existence of such a vulnerable code pattern may be achieved with various techniques
such as static analysis, dynamic analysis, and fuzzing. Further, a lot of research has
gone into the compilers themselves to provide protections against such vulnerable
code patterns. For example, in the GCC compiler, there are over 30 command line
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switches to enable technologies such as stack protection, read-only relocations,
position-independent executables, and more. These protection mechanisms should
be used within vendor-build pipelines as binaries are compiled. An excellent and
authoritative reference that provides in-depth information on this topic entitled
“Compiler Options Hardening Guide for C and C++” published through the OpenSSF
[19]. This guide discusses everything from compiler versions to runtime performance
implications of compiler security options and will likely become a standard reference
for the industry over time on how to leverage the strongest compilation options to
achieve some measure of memory safety for C and C++.

6 Addressing the challenges associated with Software Bill of
Material (SBOM)

According to the O-RAN ALLIANCE and NTIA guidelines, the necessity for generating
a new SBOM for each build is critical to maintain accuracy [2], [25]. Traditional SBOMs
are often static and generated at specific points in time, which makes them unsuitable
for environments where software components are frequently updated and changed.
This can result in SBOMs becoming obsolete or insufficient, thereby failing to
accurately reflect the current state of the software supply chain. The integration of
advanced technologies such as Al, 10T, and quantum computing introduces new
complexities and potential vulnerabilities [33]. As discussed in Section 3, the present
state of SBOMSs needs further evolution to provide the increased level of security that
next-generation mobile systems are likely to demand

Another critical challenge concerning SBOM integrity is that it is susceptible to
unauthorized alterations or tampering, which can mislead stakeholders about the true
nature of the software components [24]. This manipulation can result in inaccurate or
incomplete information about the software's composition, hindering vulnerability
assessment, compliance efforts, and overall security posture. Consequently, this can
compromise the ability to identify and mitigate risks, thereby affecting the security and
trustworthiness of the entire software supply chain. The current O-RAN ALLIANCE
WG11 security requirements and controls document specifies requirements and
controls for SBOMs [2]. While these measures provide a strong foundation for security,
the recipient of the SBOMs could take additional measures to ensure comprehensive
protection against unauthorized alterations or tampering.

The Al model bill of materials (Al MBOM), like SBOM for Al model, is critical for supply
chain security as it offers transparency into the components and algorithms used in Al
models, aiding in vulnerability management and compliance. However, challenges
such as the lack of standardized practices hinder the comprehensive documentation
and analysis of Al MBOMSs, posing risks to security and integrity. Currently, O-RAN
ALLIANCE WGL11 is conducting risk analysis for AI/ML models and their lifecycle
within O-RAN architecture elements. It is also specifying normative requirements and
security controls to mitigate Al supply chain attacks.
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Ensuring data privacy in the context of SBOMs is increasingly important, especially
with the integration of 10T and Al technologies that handle vast amounts of sensitive
data. Traditional SBOMs may not include sufficient measures to protect data
confidentiality and integrity. Inadequate access controls can result in business and
compliance risks.

SBOMs are essential for ensuring transparency and security in the software supply
chain, particularly within the Open Radio Access Network (O-RAN) for advanced 5G
and 6G networks. O-RAN promotes interoperability and flexibility by using open
standards and interfaces, necessitating a clear understanding of all software
components involved. Currently, SBOMs in O-RAN for 5G are being implemented to
track and manage software components. This can aid in identifying vulnerabilities,
including zero-day vulnerabilities, and ensuring compliance with security standards
[33]. As we transition to 6G, the complexity and scale of networks will demand more
detailed and comprehensive SBOMs to manage the increased number of software
components and dependencies. The integration of advanced technologies such as
Al and loT will require robust SBOM practices to ensure security, reliability, and
privacy [33].

Addressing the highly dynamic nature of next-generation mobile systems requires
building SBOMs capable of real-time updates [23] to accurately reflect changes in the
network's software components. This can be achieved by integrating SBOM
generation and updating processes into the CI/CD development pipeline. The process
should be automated so that the SBOM is automatically updated whenever new
software is integrated or deployed. Implementing runtime SBOM in production ensures
continuous visibility and accuracy of software components, enabling effective security
management and compliance in dynamic cloud-native environments.

The O-RAN ALLIANCE already emphasizes the importance of SBOM integrity,
recommending cryptographic signing, robust access controls, and regular security
assessments to prevent unauthorized modifications and ensure trustworthiness [2].

Building on these recommendations, advanced techniques such as SBOM
fingerprinting and blockchain technologies can further make SBOMs tamper-proof. For
instance, using blockchain to record each SBOM update transaction allows for tracing
and auditing unauthorized changes, thereby providing a transparent and tamper-proof
record that enhances the security of the software supply chain.

Having a transparent view of the supply chain helps verify the authenticity of
components and quickly identify the source of any compromised components. One
way to do so is to have trusted network providers use a blockchain-based ledger. Each
vendor in the supply chain ledgers their contribution to the final product on the
blockchain, creating a verifiable and immutable supply chain record. Decentralized
identity management further enhances this process by logging each vendor’'s
credentials on the blockchain. This process ensures that only genuine components
are deployed in the network, protecting against the threat of counterfeit products.

Artificial intelligence (Al) is increasingly being utilized as a defensive tool against Al-
driven security threats across various applications. This strategic deployment of Al is
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crucial in enhancing cybersecurity measures. Similarly, for Software Bill of Materials
(SBOMSs), leveraging a proactive Al-based strategy can significantly improve security
oversight. By using Al to predict potential changes and monitor for anomalies,
organizations can proactively detect unauthorized modifications or emerging security
threats. For instance, deploying machine learning models to analyze update patterns
in software components can enable the early identification of potential vulnerabilities,
allowing organizations to take preemptive security measures both before and after
deployment. Additionally, standardizing a Machine Learning Model Bill of Materials
(MBOM) can further secure Al models within the supply chain, ensuring a
comprehensive defense against potential security breaches.

Advanced privacy-preserving techniques, including data anonymization are required
to address the various privacy challenges that the use of SBOMs can bring.
Furthermore, identification of relevant privacy regulations, standards, and building
compliance from the onset and maintaining it through the operational lifecycle of the
software should be a best practice for creation and maintenance of SBOMs.

Development and utilization of standardized APIs to facilitate efficient communication
of SBOMs data across different tools and platforms should address the challenges of
interoperability and the various SBOM standards. Such APIs should follow modern
best practices for secure and robust APl development. Furthermore, API gateways
should be used to manage and secure API access and ensure real-time processing of
SBOM updates. O-RAN ALLIANCE currently mandates adopting standard SBOM
formats to ensure consistency and interoperability.

7 Conclusions

Mobile networks are widely recognized as critical infrastructures whose availability and
operational integrity are frequently treated as a matter of national security. As our
world becomes ever more connected, mobile networks are assuming an ever more
critical role. Attacks on the mobile network, such as APTs, can result in compromise
and be disruptive. Security solutions need to be implemented for the network to protect
against external and internal threats using the principles of a ZTA, as highlighted in
the O-RAN White Paper on Zero Trust Architecture [1].

In this research report, we provide an overview of some of the key techniques that
mobile network architects need to be aware of as they evolve the MNC. While the
overview is far from complete, we believe it provides a good starting point from which
to approach the design of secure future mobile networks.
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